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What is the Tor Directory Network?

How should we fix it?

m The Tor network enhances clients’ privacy by routing traffic through an That sounds very convoluted. What is so bad about an We provide two fixes:

overlay network of volunteered intermediate relays. . : _ L
Incorrect relay list? m Patch the consensus health monitor so that it includes an
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procedure. Figure: Inspired by the famous Dolev-Strong protocol, we
design a protocol that secures the directory protocol.

This is vulnerable to an equivocation attack!
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m Play nice with half of the authorities.

Figure 8: Average network and CPU time Figure 9: Network throughput in three test Figure 10: Prediction of throughput up to
for different phases of our protocol. PP - scenarios, measured in consensus per hour. 10,000 relays. The protocol can generate up
Bootstrap Phase. CP - Agreement Phase. to 500 consensus documents per hour.

m Lie to the other half of the authorities and inject some incorrect

information on the relay.
_ _ - o Comparable performance with the original protocol!
He can then run away with an incorrect relay list signed by a majority

of the authorities without being found!




